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HauMeHoBaHue yye6HOM AUCLUNNMUHDBI: TEXHUYECKME CpeacTBa U MeToAbl 3aLLuTbl MHbOpMaL M.

Llenb ocBoeHUs1 y4e6HOU AUCLUNNHDBI: OOCTMXKEHUE 3amN/IaHUPOBAHHbIX PEe3yNbTaTOB OCBOEHUS
obpasoBaTtesibHOM MporpamMmbl - GOPMUPOBaAHME YCTAHOBJIEHHbIX B O6pa3oBaTesIbHOM MporpaMMme

KOMMeTeHLMN.

3apayum oCBOEHUS yYe6HOMU AUCLUIMIMHDBI: OOCTUXXEHWE 3aM/IaHMPOBaHHbIX B HacTosLLeln paboyen
nporpaMme pesysbTaToOB OCBOEHUS AUCLLUMINH - NpuobpeTeHne o6yHalroLMMCs 3an1aHUPOBAHHbIX

3HaHWIA, yMEHUI, HAaBbIKOB.

MnaHupyeMble pe3ynbTaTbhl OCBOEHUS y4e6HOM AUCLLUNUHDI
Ob6yvatowminica  gomkeH chopMUMpoBaTh cregylowme pesynbTaTbl OCBOEHUS  AUCLMUMIIUHDI

«TexHU4Yeckme cpencTea U MeToabl 3aLWuUTbl MHPOPMaLLUU»:

3HaHMA: 3HaHUA apPXUTEKTYPbl U MPUHUUNOB (PYHKLLUOHUPOBAHUS COBPEMEHHbIX TEXHUYECKUX
cpepcTB 3awmTbhl MHPOPMaLMKM, BKIIOYas annapaTtHble, MPOrpaMMHbIE M NporpaMMHo-annapaTHbie
cpepcTBa, NPMMEHsieMble AJj1s 3amTbl MHPOPMaLUM OT HECAHKLLMOHMPOBAHHOIO A0CTYNa, YTEYKM NO
TEXHUYECKUM KaHanaM, BPeAOHOCHbIX MPOrpaMM U gpyrux yrpos. 3HaHWsE HOPMaTUBHO-MPABOBOM
6a3bl B o65acTM 3awumTbl MHOPMaLMKU. 3HAHMA O MEeTOJAX aHalu3a PUCKOB UHGPOPMALLUOHHOM

6e30nacHOCTU. 3HaHUSA O COBPEMEHHbIX MeToAax Kpunrtorpagpuyieckon 3awmntbl HGopMaLmm.

YMeHus: HaBbikn paboTbl C COBPEMEHHbIMU CPeACTBaMM 3aLLLMTbl UHOPMaLLMK, BKOYas yCTaHOBKY,
HaCTPOMKY M 3Kcnnyatauuio. HaBbikM npoBepeHUs aHanusa 3alULLEHHOCTU WHGPOPMALLMOHHbIX
cucteM. HaBblkM MCNOMb30BaHUSA CNeLManM3MpPoOBaHHOIo NPOrpaMMHOro obecneyeHus gns aHanmsa
Tpaduka U obHapyKeHUs BTOPXKEHUWN. HaBblkM MPaKTUYECKOro MPUMEHEHUs KpURTorpacbuyecKknx
MeToAoB 3awumTbl MHPOpMauuU. HaBblKM cocTaBneHUs OT4eTOB MO pesynbTaTaM aHanmsa

6e30onacHOCTU U NpealaraTb PEKOMEHAALMU MO YyYLLIEHUIO 3aLLLUThI.

HaBbiku: YMeHMs aHanuM3npoBaTb YA3BUMOCTU MHPOPMALMOHHbBIX CUCTEM U BblIBUPATb afeKBaTHbIe
TeXHUYeCKUe CpencTBa 3alnTbl. YMEHUS HacTpanBaTb M agMUHUCTPUPOBAaTb OCHOBHbIE TEXHUYECKME
cpeacTBa 3awmTbl MHPOpMauMM (MexceTeBble 3KpaHbl, CUCTEMbl OBHAPYXEHUSI BTOPXEHWUN,
AHTUBUPYCHbIE CUCTEMDI U Ap.). YMEHUsa NpoBoAnTb ayanT 6€30MacHOCTM MHGOPMALLUOHHBIX CUCTEM
C UCMONIb30BaHUEM CMEeLUaNIM3UPOBAHHOIO MPOrpaMMHoro o6ecrneyeHus. YMeHus paspabaTtbiBaTtb
nnaHbl obecnevyeHus WHPOPMALMOHHON 6GE30MaCHOCTU C y4YeToM TpPe6GoBaHMM HOPMATUBHbIX

O,0KYMEHTOB.

O6beM (TpyaoeMKocTb) yue6HOM AUCLUNAUHDI: onpedenieH B y4e6HOM nnaHe obpasoBaTesibHOM

nporpamMeil.

®dopMa NpoMeXyTouyHOWU aTTecTauuMu no y4e6HOW AUCLUNUHE ornpeferneHa B y4ye6HOM nnaHe

obpasoBaTesibHOM NPOrpaMmbl.

TEKyI.I.I.VIFI KOHTPO/JIb YyCneBaeMOCTU ocyuiecTBndeTrcd nocpenCcrBOM aHAaIMTUYECKOro oT4yeTa

oby4atoLLerocs nNo ANCLUMUMNInHe.

CTpyKTypa U copep)XaHue y4ye6HOM AUCLUNIUHDI onpeaensaeTcs TeMaTUYEeCKUM M1aHOM y4ebHoun

OUNCLUMUMNAUHDI.



TemaTuyeckuii nnaH y4e6HOMU AUCLLUMIIUHDI
Tema N° 1: BBepgeHue B MHPOpPMaLMOHHYIO 6€30MacHOCTb
Tema N° 2: OcHOBHble MOHATUSA U onpeaeneHus
Tema N° 3: Knaccudpukaumsa yrpos nHopMaLMOHHOM 6e30MacHOCTM
Tema N° 4: ¥Y93BUMOCTU MHPOPMALLMOHHbIX CUCTEM
Tema N° 5: Metogbl aHanusa pmckos
Tema N° 6: lNpaBoBble OCHOBbI 3aLW,UTbl MHPOPMaLL MU
Tema N° 7: OpraHnsauuoHHbIe Mepbl 3aLWUTbl MHGOPMaLLMKU
Tema N° 8: dusunyeckas sawurta MHdopMauum
Tema N° 9: TexHM4Yeckmne cpepcTBa 3aLUTbl UHGOPMaLLMK
Tema N° 10: CucteMbl KOHTpOns gocTyna
Tema N° 11: UpeHTUdMKauma n ayteHTUdUKaLLMA
Tema N° 12: ¥YnpasneHue pocTyrnom K nHpopmauum
Tema N° 13: KpunTtorpaduveckme Metoabl 3anTbl MHGOPMaLLUK
Tema N° 14: CumMeTpuyHoe WwngppoBaHue
Tema N° 15: AcumMeTpuyHoe wngpoBaHme
Tema N° 16: Xaw-pyHKLMUM
Tema N° 17: DnekTpoHHas uudposas noanmchb
Tema N° 18: UHdpacTpyKTypa OTKPbITbIX KITHo4en
Tema N° 19: 3awuTa ceTelt Nnepegaydn AaHHbIX
Tema N° 20: MexceTeBble aKpaHbl
TeMa N° 21: CucteMbl o6HapyXeHUs U NpeaoTBpPaLLEHUS BTOPXKEHNUN
Tema N° 22: BupTyanbHble YacTHblE CETH
Tema N° 23: BesonacHOCTb 6ecrnpoBOAHbIX CcEeTeM
Tema N° 24: 3awmta onepauMoHHbIX CUCTEM
Tema N° 25: 3awmTta 6a3 gaHHbIX
Tema N° 26: 3awuTta Be6-NpUIoXKeHU
Tema N° 27: AHTUBUpPYCHas 3aWwmTa
Tema N° 28: MeTopbl o6HapyXeHUst n aHanusa sBpegoHocHoro MO
Tema N° 29: 3awmTa oT HECAHKLMOHMPOBAHHOIO JOCTyNa
Tema N° 30: AyauT nHpopMaLLMOHHOMN 6e30MacHOCTU
Tema N° 31: YnpasneHue nHuugeHtamm nipopmMaulMoHHOM 6e30MnacHOCTH
Tema N° 32: PesepBHOE KONMMpPOBaHUE U BOCCTAHOBJIEHME OaHHbIX
Tema N° 33: MnaHMpoBaHue obecrieyeHUs HenpepbIBHOCTM BU3Heca
Tema N° 34: 3awmta MHPopMaL UM B 06/1a4HbIX TEXHOOMMUSAX
Tema N° 35: 3awmTa nepcoHanbHbIX JaHHbIX
Tema N° 36: CoBpeMeHHble TeHAEHLLMN B 0611acTU MHPOPMaLLMOHHOM 6e30MacHOCTU
Tema N° 37: MpakTUKyM Mo HaCTPOMKe CPeacTB 3aluTbl UHGOpMaLMm
Tema N° 38: NpoekTUpoBaHMe cMcTeM 3aLLuTbl MHGOPMaLUK

Tema N° 39: AHanus cyLLLeCcTBYIOLLLMX CUCTEM 3aLLUTbI UHOPMaLLMK

CopepxaHMe caMoCToATe/IbHOU pa6oTbl 06y4aloLLUXCA MO y4e6HOM AUCUMUNIIMHE: MOATrOTOBKA K
3aHATUAM. U3yvYeHne TeopeTUu4eCKoro mMartepumana, 4tTeHue y‘-I66HVIKOB n OOoNoONMHUTEJIbHbIX

NCTOYHNKOB, KOHCMNEKTUpOBaHUe, noaroTtoBka K I'IpOME)KyTO‘-IHOVI aTTeCTauymmn; caMocCcTtoaTesibHoe



n3yvyeHme p[OonoIHUTENbHbLIX MaTepuasnoB; aHalins U UHTepnpetTauusd [OaHHbIX — CcOoCTaBieHue

aHaNTMTUYECKOro oT4yeTa 06yqa|ou.|,eroc9| no gucuuninHe.

Ycnosus peanusauuu pa6éoueit nporpaMMbl AUCLLUMNIIUHDI

MaTtepuanbHo-TexHU4eckoe obecnedyeHue  peanusauuum  OUCLUMNJIMHBI  COOTBETCTBYET
MaTepuanbHO-TEXHUYECKOMY ob6ecrnevyeHuio, YyKasaHHOMy B pasgene 3 obpasoBaTefibHOM

nporpamMMmsl.

Yue6HO-MeToauueckoe obecneueHue (3nekTpoHHble Yyuye6HO-MeTogMuecKue MaTepuanbl)
OCBOEHUSA y4e6HOU ANCLLUN/INHDI

DNIeKTPOHHbIE yYe6Hble n3paHusa

KyknuHa, E. H. OpraHusaums caMoctoaTenbHon pabotbl ctygeHta / E. H. KyknunHa, M. A.
MasHuyeHko, U. A. MywikuHa. — 2-e usp,, ucnp. u gon. — Mocksa : UspgaTtenbctBo HOpaiit, 2025. —
235 c. — (Bbicluee o6pasosaHue). — ISBN 978-5-534-06270-0. — TeKCT : 3MEeKTPOHHbIA //
O6pasosaTenbHas nnatdopma KOpaunt [caiTt]. — URL: https://urait.ru/bcode/562503

3opuHa, E. M. MeTanpegMeTHas KoMneTeHuMs npenogasartenen n obyvatowmxcs / E. M. 3opuHa. —
Mockea : UsgaTtenbctBo FOpaiT, 2025. — 130 c. — (Bbicluee o6pasosaHue). — ISBN 978-5-534-17997-

2. — TekcT : anekTpoHHbIM // O6pasosaTtenbHaa nnatdopma KOpanT [canT].

DneKTPOHHbIE MeToaMUYeCcKue N3gaHus

MoTuBaumsa CTyQEeHTOB K OBy4yeHUIO M BocnuTaTenbHas aeaTenbHocTb — Mocksa : MspgatenbcTBo
FOpainTt, 2023. — 1 c. — (FOpanT.AkagemMuns). — ISBN 978-5-534-14536-6. — TeKCT : 3NI€KTPOHHbIN //
O6pasosaTenbHas nnatdopma KOpant [canTt]. — URL: https://urait.ru/bcode/533252

MoTuBaumMsa CTYyAeHTOB K 0BydeHuio n npodeccnoHanbHoMy pasButuio — Mockea : UsgatenbcTso
FOpaiit, 2022. — 5 c. — (FOpanT.AkagemMus). — ISBN 978-5-534-14536-6. — TeKCT : 3N€KTPOHHbIN //
O6pasosaTenbHas nnatdopma KOpant [cait]. — URL: https://urait.ru/bcode/509597

NHPopMauMOHHOEe o6ecriedeHUe OCBOEHUS Y4Ye6HOM AUCUMUNMUHBI MNpeacTaBnsaetr coboi
nepeyeHb MHGOPMALMOHHbBIX TEXHONIOTUM, NCMOMIb3yeMbIX MPU OCYLLLECTBIIeHUU 06pa3oBaTEIbHOro
npowecca, BKAOYasi nepedeHb MporpaMMHoro o6ecrniedyeHnss U NHPOPMALLMOHHDBIX CMPaBOYHbIX

CUCTEM.

Kaxpgbi  obydarowmincss obecnedunmBaeTcs WMHOMBUAYANbHBIM  HEOTPAHUYEHHbLIM  OOCTYNOM K
3NEKTPOHHO-6M6MOTE HON  cucteme  (undpoBoit  (anekTpoHHOMN) 6ubnuoteke) «HOPAUT»
(https://urait.ru/), copepxaiiein nsgaHns y4ebHO-MeTOOMYECKON U MHOW NUTEPaTYpPbI.

Kaxpgbit  obyvarowmincss obecneunmBaeTcs WHOMBUAYANbHbIM HEOFPaAHUYEHHbIM  OOCTYNoM K
depepanbHoOii rocypapcTBeHHOM UHPOPMALMOHHOM cucTteMe «HauMoHanbHas 3neKTPOHHas

6ubnuoteka» (https://rusneb.ru/).

CoctaB Heo6XOoOMMOro KOMMJIEeKTa JIMLEH3UOHHOTO U CBO6OAHO pacnpocTpaHseMoro
nporpaMMHoro o6ecrne4yeHus, B TOM YucC/ie OoTe4eCcTBEHHOro npousBoacTBa: SHOoekc Bpaysep
(peectpoBasi 3anmck N°3722 ot 23.07.2017 B e€OuHOM peecTpe POCCUNCKUX MporpamMMm ans
3MEKTPOHHbIX BbIMUCIUTENbHBIX MalKWH M 6a3 paHHbix); AHpekc.TenemocT (peecTpoBas 3anuch

N°13556 ot 20.05.2022 B eguHOM peecTpe POCCUMACKUX MpOorpaMM pAanAs  3MNeKTPOHHbIX



BbI4YUCIUTESIbHbIX MALLUWH M 6a3 Fl,aHHbIX)

SneKkTpoHHble NH$OPMaLMOHHbIE pecypcbl (pecypcbl MHPOPMALLUOHHO-TENEKOMMYHUKaLMOHHOM

cetn «MIHTepHeT»):

- CoctaB coBpeMeHHbIX Npo¢eccuoHanbHbIX 6a3 AaHHbIX

depepanbHas cnyx6a rocygapcrteeHHom ctatuctukm (https://rosstat.gov.ru/)

OTKpbITble gaHHble Poccun (https://data.gov.ru/)

Cratuctuueckuit Otgen Opranusaummn O6beanHeHHbix Haumi (United Nations Statistics Division)
(http://data.un.org/)

Basa gaHHbix KOHECKO (https://www.unesco.org/en/key-data)

- CocTaB MH$POPMAL,MOHHbBIX CIPABOUHbIX CUCTEM

Basa 3HaHuI OTKpbITOro npasutenbcTsa (http://wiki.ac-forum.ru/)

BbicLuasi aTTecTauMoHHas KoMuccusi npu MUHUCTEPCTBE HayKu 1 BbicLero o6pasoBaHus Poccuinckomn
depepauum (https://vak.minobrnauki.gov.ru/main)

Poccuiickuin poHp dyHOaamMeHTanbHbix uccnepgosannin (https://www.rfbr.ru/)

OduumanbHbIl MHTEpHeT-MopTan npaeosol uHdopMaumu (FfocypapcTBeHHas cucTemMa MpPaBoOBOWM
unHudopmaumm) (http://pravo.gov.ru/)

CucTtema obecriedyeHuns 3akoHogaTenbHon geatenbHoctu (https://sozd.duma.gov.ru/)

Co6paHue 3akoHogaTtenbcTBa Poccuinckon Gegepauum (https://www.szrf.ru/)

FfocypapcTBeHHast aBToMaTusMpoBaHHas cuctema Poccuickon ®Pepepaumn «Mpasocyaue» (FTAC
«MpaBocyaue») (https://sudrf.ru/)

HopMaTuBHble npaBoBble akTbl B Poccuiickon depepaumn. MUHUCTEPCTBO OCTUMUMM Poccuimnckomn

depepauuun (http://pravo.minjust.ru/)

- UHble MHPOpMaLUOHHDbIE pecypcbl - UHPOPMALLMOHHbIE Pecypcbl OPraHOB roCyAapCTBEHHOM
BnacTm

MNpesuaeHT Poccum (http://kremlin.ru/)

Mpasutenbcteo Poccuu (http://government.ru/)

MUWHUCTEPCTBO HayKu 1 Bbicluero obpasosaHus PP (https://www.minobrnauki.gov.ru/)
MuHucTtepcteo npocseweHus PO (https://edu.gov.ru/)

MUHUCTEPCTBO 3KOHOMMYECKOro pa3eutus Poccuiickon depepaumm (https://www.economy.gov.ru/)
MUHUCTEPCTBO LUDPOBOro pasBUTUS, CBSI3M M MACCOBbIX KOMMYyHUKauuin Poccuiickon depepauum
(https://digital.gov.ru/)

- UHble MHPOPMaLLMOHHbBIE PeCcypcCbl - IePUOANYECKMMMU U3HAHUS
TACC (https://tass.ru/)

PUA HOBOCTMU (https://ria.ru/)

KommepcaHTb (https://www.kommersant.ru/)

RT (https://rt.com/)

- UHdpopMaLMOHHbIE MOUCKOBbIE CUCTEMDI
Anpekc (https://ya.ru/)
MAIL.RU (https://www.mail.ru/)



