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HanmeHoBaHue y4e6Ho pucumunnuHbl: AyteHTUdUKaL s, aBTOpU3aLLUS U YUET.

Llenb ocBoeHUs1 y4e6HOU AUCLUNNHDBI: OOCTMXKEHUE 3amN/IaHUPOBAHHbIX PEe3yNbTaTOB OCBOEHUS
obpasoBaTtesibHOM MporpamMmbl - GOPMUPOBaAHME YCTAHOBJIEHHbIX B O6pa3oBaTesIbHOM MporpaMMme

KOMMeTeHLMN.

3apayum oCBOEHUS yYe6HOMU AUCLUIMIMHDBI: OOCTUXXEHWE 3aM/IaHMPOBaHHbIX B HacTosLLeln paboyen
nporpaMme pesysbTaToOB OCBOEHUS AUCLLUMINH - NpuobpeTeHne o6yHalroLMMCs 3an1aHUPOBAHHbIX

3HaHWIA, yMEHUI, HAaBbIKOB.

MnaHupyeMble pe3ynbTaTbhl OCBOEHUS y4e6HOM AUCLLUNUHDI
Ob6yvatowminica  gomkeH chopMUMpoBaTh cregylowme pesynbTaTbl OCBOEHUS  AUCLMUMIIUHDI

«AyTeHTUPMKaL U, aBTOPM3ALLUSA U YHET»:

3HaHuA: 3HaeT apXUTEeKTypy W MNpUHUMNbI pPaboTbl COBPEMEHHbIX CUCTEM YNpaBfieHUd
mpeHtudumkaumenr u  poctynom (IAM). TMoHuMaeT pasnuuua Mexgy depepaTtMBHOW U
LLeHTpann3oBaHHOW ayTeHTUdUKaumen. 3HaeT O COBPEMEHHbIX TPEHAAX U TEXHOMOruax B o6nactm

AAA, Takunx Kak Zero Trust n Passwordless ayteHTudunkauus.

YMeHus: Bnapeet HaBblkaMu paspaboTkM U peanusauum NOUTUK 6e30MacHOCTU, CBSISAHHbIX C
ayTeHTUbMKaLuen, aBTopusaLmen u yuetoM. BnageeT HaBbikaMu NpoBepeHUs ayamTa 6e3onacHoCcTU

cuctem AAA. BnapeeTt HaBblKaMU pearMpoBaHuUs Ha MHLUAOEHTbI 6e30MacHOCTU, CBA3aHHble ¢ AAA.

HaBbikn: YMeeT aHanuMsupoBaTb TpeboBaHMs K 6€30MacHOCTU CUCTEMbI U BbiBMpaTbh nogxopsuime
MeToAbl ayTeHTUDUKALMK, aBTOPM3ALLUN U Yy4ETA. YMeeT HacTpamBaTb U agMUHUCTPUPOBATb CUCTEMDI
AAA, BKnto4as ynpasrieHMe MONb30BaTeNIIMU, PONISIMU U MpPaBaMu JocTyna. YMeeT MHTerpmpoBaTthb
pPa3/inviHble CUCTEMDI ayTeHTVId)VIKaLI,VIVI n aBTopmsauunn. Y™MeeT aHaIn3npoBaTb J1IOrm 1 oT4eTbl CUCTEM

AAA pns BbisBNeHUs aHOManuMm U MHUMAEHTOB 6€30MacHOCTM.

O6beM (TpyaoeMKocTb) yue6HOU AUCLUNAUHDI: onpefenieH B y4e6HOM nnaHe obpasoBaTesibHOM

nporpamMmsil.

dopMa NPOMEXXYTOYHOM aTTecTaluu No y4ye6HOM AUcCUMUNIUHE ornpefeneHa B y4ebHOM nnaHe

obpasoBaTenbHON NPorpamMmbl.

Tel(yu.l.uﬁ KOHTPO/JIb YyCneBaeMOCTU ocyliecTBndeTcda nocpenCcrBoOM aHalUTUYECKOro oT4eTa

oby4atroLLerocs nNo ANCLMUNINHe.

CTpyKTypa U copep)XaHue y4e6HOM AUCLUNIINHDBI onpeaensaeTcs TeMaTUYEeCKUM MIaHOM y4YebHoM

OUNCLUMNIUHDI.

TeMaTUueckui NnaH yue6HOM AUCLLUNIIUHDI
Tema N° 1: BBepeHue B AAA
Tema N° 2: OcHOBHble NOHATUSA ayTeHTUPUKaLLUK
Tema N° 3: MeToabl ayTeHTUUKALLMM HA OCHOBE Maposien
Tema N° 4: MHorodakTopHas ayTeHTUMdUKaLUs
Tema N° 5: BuoMeTpuyeckas ayteHTUdUKaLms

Tema N° 6: AyteHTuUduMKaums 6e3 napons



Tema N° 7:
Tema N° 8:
Tema N° 9:
Tema N°10
Tema N° 11:

Tema N° 12:
Tema N°13:
Tema N° 14:
Tema N° 15:
Tema N° 16:
Tema N° 17:
Tema N°18:
Tema N°19:

Single Sign-On (SSO)

OpenID Connect (OIDC)

OAuth 2.0

: SAML

Kerberos

LDAP

RADIUS

AyTeHTuUdUKauus B BEG-NPUNOKEHUSAX
AyTeHTUdUKauUsi B MOBUBbHBIX MPUIOXKEHUAX
AyteHTudukaums B loT ycTponcTeax
OCHOBHbI€ MOHSTUS aBTOPU3aLLUU
YrpaeneHue gocTyrnoM Ha ocHoBse poneli (RBAC)

YnpasneHue JocTyrnoM Ha ocHose aTpubyTtos (ABAC)

Tema N° 20: NMonnTtukm aBTopmsauum

Tema N° 21
Tema N° 22

Tema N° 23:
Tema N° 24:
Tema N° 25:
Tema N° 26:
Tema N° 27:
Tema N° 28:
Tema N° 29:
Tema N° 30:

Tema N° 31:

Tema N° 32:
Tema N° 33:
Tema N° 34:
Tema N° 35:
Tema N° 36:
Tema N° 37:
Tema N° 38:

Tema N° 39
Tema N° 40
Tema N° 41:
Tema N° 42

. ABTOpM3aLI,VI9| Ha OCHOBE€ KOHTEeKCTa

: OAuth 2.0 gns aBTopmsauum

Open Policy Agent (OPA)

ABTOpM3aLUs B MUKpOCEpPBUCAX

OcCHOBHbIe NOHATUSA Y4€Ta

Ayput 6e3onacHocTn
XXypHanupoBaHue cobbiTuin

MOHUTOPUHI aKTUBHOCTU NOMb3oBaTeNen
Cuctembl ynpasneHus nHdopMaLMoHHoM 6esonacHocTbo (SIEM)
AHanus noros
Busyanusauus paHHbIX aygmTa
NHcTpyMeHTbI gns y4éTa

YnpaBreHue y4eTHbIMU 3annUcsiMn Nonb3oBaTenen
XXM3HEHHbIN LUK y4eTHOM 3anucm
MpoBu3noHMpOBaHMe nonb3oBaTenemn
JdenpoBn3nMoHNpoOBaHWe NMosib3oBaTeNen
YnpasneHue naponsamu
3awuTa OoT B3/1I0Ma YYETHbIX 3anucen
: MHUMpeHTbl 6€30NacHOCTU N pearupoBaHue
: MpakTnkym no AAA

3awuTta AAA MHPpPaCTPYKTypbI
: bypyuwiee AAA

CopepxaHMe caMoCToATENIbHOU pa6oTbl 06y4aloLLUXCA MO yY4e6HOM AUCUUNIIMHE: MOATrOTOBKA K

3aHATUAM. U3yvYeHne TeopeTUu4eCKoro m™Martepuana, 4tTeHue y‘-lGGHVIKOB n [JonoJIHNTENbHbIX

NCTOYHNKOB, KOHCMNEKTUpoOBaHMe, noaroToBka K I'IpOME)KyTO‘-IHOVI aTTeCTauymmn; caMocCcTtoaTesibHoe

n3yyvyeHme p[OonoNIHUTENbHbLIX MaTepuasioB; aHalins U UHTepnpetTaunusa [OaHHbIX

cocCTaB/ieHune

aHaNTIUTUYECKOro OoT4yeTa 06yqa|ou.|,eroc9| no gucuuninHe.

Ycnosusa peanusauuu paéoueit nporpaMMbl AUCLLUMNIIUHDI



MaTtepuanbHo-TexHu4eckoe obecrneyeHMe  peanusauum  AUCLUNIAUHbBI  COOTBETCTBYET
MaTepuanbHO-TEXHUYECKOMY obecrnevyeHuio, yKasaHHOMy B paspgene 3 obpasoBaTesibHOM

nporpamMmsi.

Y4yebHO-MeTOgM4HecKoe obecneyeHue (3ﬂeKTpOHHbIe y‘-lesHO-MeTOAVI‘-IeCKMe Ma'repuanbl)

OCBOEHMSA y4e6HOMU AUCLLUMINHDI

DNIeKTPOHHbIE y4ebHble nspaHus

KyknuHa, E. H. OpraHmsauus camoctosTenbHon pa6otbl ctygeHta / E. H. KyknuHa, M. A.
MasHuyeHko, U. A. MywikuHa. — 2-e usg,, ucnp. un gon. — Mocksa : UsgaTtenbcteo HOpair, 2025. —
235 c. — (Bbicluee ob6pasoBaHue). — ISBN 978-5-534-06270-0. — TeKCT : 3nMeKTPOHHbIA //
O6pasosaTenbHas nnatpopma KOpanT [caiit]. — URL: https://urait.ru/bcode/562503

3opuHa, E. M. MeTanpegMeTHas KoMneTeHuMs npenogasaTenei n obydarowmxcs / E. M. 3opuHa. —
Mocksa : Uspatenbcteo KOpaiT, 2025. — 130 c. — (Bbicluee o6pasoBaHue). — ISBN 978-5-534-17997-

2. — TeKcT : aneKkTpoHHbIN // O6pasosaTenbHas nnatdopma KOpant [canTl.

DneKTpPOHHbIE MEeToAUYECKME U3AaAHUS

MoTuBaumsa CTYyAEHTOB K OBy4YeHUIO M BocnuTaTesnbHas geaTenbHocTb — Mocksa : U3pgatenbcTBo
FOpait, 2023. — 1 c. — (lOpanT.Akagemuns). — ISBN 978-5-534-14536-6. — TeKCT : 3NeKTPOHHbIN //
O6pasosaTenbHas nnatdpopma KOpant [cant]. — URL: https://urait.ru/bcode/533252

MoTtuBauua cTypeHToB K obyyeHuUto n npodeccuoHanbHOMy pasBuTuio — MockBa : M3paTenbcTBo
FOpaiT, 2022. — 5 c. — (FOpanT.Akagemus). — ISBN 978-5-534-14536-6. — TeKCT : 3N1I€KTPOHHbIN //
O6pasoBaTenbHas nnatdpopMa OpanT [caitt]. — URL: https://urait.ru/bcode/509597

MHdopMauuoHHOEe obecriedyeHMe OCBOEHUSI Y4Ye6HOM [AUCLUNNUHBI MNpeacTaBnseT co6ou
nepeveHb VIHd)OpMaLI,VIOHHbIX TeXHOﬂOFMﬁ, ncnosnb3syembiX Npu ocyLLeCcTB/I€HUN oGpasoaaTeanoro
npouecca, BK/OYasi MepevyeHb MNporpaMMHoro obecrnevyeHus U MHPOPMALMOHHBIX CrPaBOYHbIX

CUCTEM.

Kaxpgbit  obyvarowmincss obecneunmBaeTcs WHOMBUAYANbHBIM  HEOFPaAHUYEHHbIM  JOCTYNoM K
3NEKTPOHHO-6UBAMOTEYHON  cucTeMe  (undpoBol  (anekTpoHHoON) 6ubnuoteke) «HOPAUT»
(https://urait.ru/), copepxawiein nspaHuns y4ye6HO-MeTOANYECKON U MHOWN NUTEepPaTypbl.

Kaxkgbih  obyvatowmiics  obecneuymMBaeTcsl MHAMBUAYASbHBIM  HEOrPaHWYEHHbIM  AOCTYMOM K
depepanbHON rocygapcTBeHHON MHPOPMaLMOHHON cucTeMe «HauuoHanbHas 3NMeKTPOHHas

6ubnuoteka» (https://rusneb.ru/).

CocTtaB Heo6XO0AMMOro KOMIMJIEKTa JIMLLEH3MOHHOTO U CBO60AHO pacnpocTpaHseMoro
nporpaMMHOro o6ecneyeHusi, B TOM 4Yuc/ie OTe4YeCTBEHHOro npousBopcTBa: AHAekc bpaysep
(peectpoBasi 3anucb N°3722 oT 23.07.2017 B eAWHOM peecTpe POCCUNCKUX NporpamMm ans
3MEKTPOHHbIX BbIMUCUTENbHbLIX MawMH M 6a3 gaHHbIX); dHpekc.TenemocT (peectposas 3anuch
N°13556 ot 20.05.2022 B eguHOM peecTpe pPOCCUNCKMX MpPOrpaMM pOfs  3NEeKTPOHHbIX

BbIYMCIUTENbHbBIX MAaLLUMH U 6a3 Fl,aHHbIX)

SneKkTpoHHble MHPOPMaLMOHHbIE pecypcbl (pecypcbl MHPOPMALLMOHHO-TENEKOMMYHUKALMOHHOM

cetn «MHTepHeT»):



- CocTtaB coBpeMeHHbIX npodeccuoHanbHbIX 6a3 JaHHbIX

depepanbHas cnyxba rocygapcTeeHHon ctatuctukm (https://rosstat.gov.ru/)

OTKpbITble gaHHble Poccun (https://data.gov.ru/)

Cratuctuueckuin Otgen OpraHusaumn O6beanHeHHbix Haumin (United Nations Statistics Division)
(http://data.un.org/)

basa gaHHbix KOHECKO (https://www.unesco.org/en/key-data)

- CoctaB MHPOPMALLMOHHDbIX CMIPABOYHbIX CUCTEM

Basa 3sHaHui OTKpbITOro npasutensctea (http://wiki.ac-forum.ru/)

Bbicwiasa aTTecTaLMOHHas KoMUccUs NpU MUHUCTEPCTBE HayKU U BbicLuero o6pa3oBaHus Poccuiickon
depepauum (https://vak.minobrnauki.gov.ru/main)

Poccuiickunin poHp, dyHaamMeHTanbHbix nccnepgosanni (https://www.rfbr.ru/)

OduumanbHbIi MHTEPHET-MopTan npasoson uHdopmaumu (focypapcTBeHHass cucTemMa MpPaBOBOM
undopmaumm) (http://pravo.gov.ru/)

CucTtema obecrievyeHus 3akoHogaTenbHon geatenbHoctu (https://sozd.duma.gov.ru/)

CobpaHue 3akoHopgaTenbcTBa Poccuinckon Gegepauum (https://www.szrf.ru/)

locypapcTBeHHasi aBTOMATM3MpoBaHHas cuctema Poccuiickon Pepepaumn «Mpasocypgue» (FAC
«MpaBocyaue») (https://sudrf.ru/)

HopMaTuBHble NpaBoBble akTbl B Poccuiickon depepaummn. MUHUCTEPCTBO OCTULUMKM Poccuinckoin

depepauum (http://pravo.minjust.ru/)

- UHble MHPOPMaALUOHHDbIE pecypcbl - UHPOPMALLMOHHbIE PeCcypcbl OPraHOB FrOoCyAapCTBEHHOM
BnacTu

MpesngeHT Poccnm (http://kremlin.ru/)

Mpaeutenbcteo Poccuu (http://government.ru/)

MuHUCTEPCTBO HayKu 1 Bbicuero obpasosanus PO (https://www.minobrnauki.gov.ru/)
MuHucTepctso npocseweHms PO (https://edu.gov.ru/)

MUHUCTEPCTBO 3KOHOMMYECKoro paseutus Poccuiickon ®Oepepauum (https://www.economy.gov.ru/)
MuHUCTEPCTBO LUDPOBOro passBUTUS, CBSA3M U MACCOBbIX KOMMYyHUKauui Poccuiickon depepauum
(https://digital.gov.ru/)

- UHble MHPOPMaLMOHHDbIE pecypcCbl - NEPUOANYECKUMMU U3[AHMS
TACC (https://tass.ru/)

PUA HOBOCTM (https://ria.ru/)

KommMmepcaHTb (https://www.kommersant.ru/)

RT (https://rt.com/)

- UHPOpPMaLMOHHbBIE MONCKOBbIE CUCTEMDI
Anpekc (https://ya.ru/)
MAIL.RU (https://www.mail.ru/)



