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HauMeHoBaHue yye6HO AUCLUNIMHDI: 3aLLLMTA OMNEPALLMOHHbIX CUCTEM U NMPUITOXKEHUA.

Llenb ocBoeHUs1 y4e6HOU AUCLUNNHDBI: OOCTMXKEHUE 3amN/IaHUPOBAHHbIX PEe3yNbTaTOB OCBOEHUS
obpasoBaTtesibHOM MporpamMmbl - GOPMUPOBaAHME YCTAHOBJIEHHbIX B O6pa3oBaTesIbHOM MporpaMMme

KOMMeTeHLMN.

3apayum oCBOEHUS yYe6HOMU AUCLUIMIMHDBI: OOCTUXXEHWE 3aM/IaHMPOBaHHbIX B HacTosLLeln paboyen
nporpaMme pesysbTaToOB OCBOEHUS AUCLLUMINH - NpuobpeTeHne o6yHalroLMMCs 3an1aHUPOBAHHbIX

3HaHWIA, yMEHUI, HAaBbIKOB.

MnaHupyeMble pe3ynbTaTbhl OCBOEHUS y4e6HOM AUCLLUNUHDI
O6yvatominca aomkeH chopMMpoBaTh cnegylolme pesybTaTbl OCBOEHUS OUCLMUMIIMHDBI «3aluTa

onepawoHHbIX CUCTEM U I'IpM}'IO)KeHMﬁ»I

3HaHMa: 3HaHUSA O COBPEMEHHbIX yrposax 6esonacHocTu, BKAtoYas BpepoHocHoe MO, couunanbHyio

NHXXEeHEPUIO U aTaKn TUna «OTKa3 B OGCJ’Iy)KMBaHMM», O MeToaax 3alWnTbl OT 3TUX YTPO3.

YMeHus: HaBblkM NMPaKTUYECKOro NPUMEHEHUS METOOO0B U MHCTPYMEHTOB 3alLUTbl OMepaLMOHHbIX
CUCTEM U MPUIOXKEHUIN, aHaNn3a Pe3yNnbTaTOB CKAHMPOBAHUSA HA YSA3BMMOCTU, KOHPUrypUpoBaHUs

CUCTEM 3alUMTbl OT BpegoHocHoro MO.

HaBbiKu: YMeHMs NpPUMEHATb MONYYEHHbIE 3HAHMSA ANs 3aWUTbl OMEPALLMOHHbIX CUCTEM U
MPUIOXXEHUN OT U3BECTHbIX YS3BUMOCTEM M aTak, aHanNM3MpoBaTb M OLEHUBATb 3PEPEKTUBHOCTb

Pas3nInNYHbIX MeTO4,0B 3alLUTbI.

O6beM (TpyaoeMKocTb) yue6HOM AUCLUNAUHDI: onpefenieH B y4e6HOM nnaHe o6pasoBaTesibHOM

nporpamMmsil.

dopMa NPOMEeXXYTOYHOM aTTecTaluu No y4ye6HOM AUCUMNIUHE ornpefeneHa B y4ebHOM nnaHe

obpasoBaTenbHON NPorpamMmbl.

Tel(yu.l.uﬁ KOHTPO/JIb YyCneBaeMOCTU ocyuliecTBndeTcda nocpenCcrBOM aHalUTUYECKOro oT4yeTa

oby4atoLLerocs nNo ANCLUMUNInHe.

CTpyKTypa U copgep)XaHue y4e6HOM AUCLUNIINHDBI onpeaensaeTcs TeMaTUYEeCKUM MIaHOM y4ebHoMn

OUNCLUMNIUHDI.

TemMaTUueckui NnaH yue6HOM AUCLLUNIIUHDI
Tema N° 1: BeepgeHue B 6€30MacHOCTb OnepaLLMOHHbIX CUCTEM
Tema N° 2: Apxutektypa 6esonacHoctn OC
Tema N° 3: YnpaBneHue [ocTynoM U npaBaMu rnosib3oBaTtenen
Tema N° 4: AyTeHTUdUKaLMS U aBTOpU3aLms
Tema N° 5: MexaHM3Mbl KOHTPONS LLENOCTHOCTU CUCTEMDI
Tema N° 6: 3awmTta ot BpegoHocHoro MO
Tema N° 7: AHTUBUPYCHbIE MPOrpaMMsbl U X paboTa
Tema N° 8: ®aepBonbl U ceTeBble 3KPaHbl
Tema N° 9: CucteMbl o6Hapy>KeHUs U NpegoTepalLeHms BTopxeHun (IDS/IPS)

Tema N°10: ¥YA43BMMOCTHM onepaLUOHHbIX CUCTEM



Tema N° 11: SKcnnonTbl U MeTOAbl UX NCMOJIb30OBAHUS

Tema N° 12: MeToabl 3aLLUTbl OT 3KCMSIONTOB

Tema N° 13: besonacHast koHurypaumsa OC

Tema N° 14: Ayput 6e30onacHoCTH

Tema N° 15: AHanus puckoB 6e30nacHOCTU

Tema N° 16: ¥YnpaBneHue nat4aMm n o6HOBNEHUSMU

Tema N° 17: BupTtyanusaums n 6e3onacHoCTb BUPTyasibHbIX MaLUMH
Tema N° 18: KoHTelHepu3aumsa n 6e30nacHOCTb KOHTEHepoB
Tema N° 19: be3onacHOCTb 06/1a4HbIX BblYUCIEHWUI

Tema N° 20: 3awmta Be6-npunoXeHuni

Tema N° 21: UnbekumoHHble aTakm (SQL, XSS, etc.)

Tema N° 22: ATaku Tvna «oTKa3s B o6cny>kmsaHumn» (DoS/DDoS)
Tema N° 23: Kpocc-canToBbin CKpUNTUHT (XSS)

Tema N° 24: MexcainToBas nogaenka 3anpoca (CSRF)

Tema N° 25: NMepenonHeHune 6ydepa

Tema N° 26: PopmMaTupoBaHue CTPOK

Tema N° 27: Y43BMMOCTU CBSI3aHHbIE C UCMOJIb30BaHUEM MaMATH
Tema N° 28: LLInppoBaHme n kpuntorpapus

Tema N° 29: Llndposbie nognucu n ceptmudukatbl

Tema N° 30: BesonacHocTb 6a3 gaHHbIX

Tema N° 31: besonacHasa pa3paboTka NpUIoXKeHUN

Tema N° 32: TecTMpoBaHMe Ha NPOHUKHOBEHME

Tema N° 33: AHanus 6e3onacHOCTM Koaa

Tema N° 34: YnpaBneHue nHuupgeHTamMmm 6e30nacHoOCTH

Tema N° 35: PearnpoBaHue Ha MHLUUOEHTbI

Tema N° 36: BoccTtaHoBneHMe Nocnie MHLUOEHTOB

Tema N° 37: MNpaBoBble 1 3TU4ECKME acneKTbl 6e3onacHoCcTm
Tema N° 38: CtaHpapTbl 6€30nacHOCTH

Tema N° 39: Jly4qume npakTnKu 6e30nacHoCcTH

Copep)xaHue caMocTosTe/IbHON pa6oTbl 06yvaloOLLMXCS MO YYe6HOM AUCLUN/IMHE: MOAroTOBKA K
3aHATUAM!: VI3y‘-IEHVIe TeopeTndeckoro mMmartepuana, 4TteHue y‘-leGHVIKOB n AOonNoONHUTENIbHbIX
MCTOYHMKOB, KOHCMEKTUPOBaHME; MOOrOTOBKA K MPOMEXYTOYHOW aTTecTaumm; CaMocTosTeNnbHoe
M3yYeHMe [OOMOSIHUTENbHbIX MaTepuanoB; aHafin3 W WHTEpPnpeTaumsl OaHHbIX - COCTaBlieHue

QHANMTUYECKOro oTYeTa oby4atoLLerocs No AUCLMUMNIIMHE.

YcnoBus peanusauumu paboyeii nporpaMmbl AUCLLUMNIIUHDI

MaTtepuanbHo-TeEXHUYecKoe obecneyeHMe peanusalMuM  AUCLUMJIUHBI  COOTBETCTBYET
MaTepuanbHO-TEXHUYECKOMY obecrnedYeHunto, YKasaHHOMy B pasgene 3 ob6pasoBaTesibHOU

nporpammeil.

Yuye6HO-MeTOaMueckoe obecneyeHne (3neKTpoHHble Yy4vye6HO-MeTogMueckue MaTtepuanbl)
OCBOEHMSA y4e6HOMN AUCLLUMIUHDI



DIeKTPOHHbIE y4e6Hble nspaHus

KyknuHa, E. H. OpraHmsauus camoctoaTenbHon paboTtbl ctygeHta / E. H. KyknuHa, M. A.
MasHuueHko, U. A. MylikuHa. — 2-e usp,, ucnp. u gon. — Mocksa : UspgaTenbctBo HOpaiit, 2025, —
235 c¢. — (Bbicuee ob6pasosaHue). — ISBN 978-5-534-06270-0. — TeKCT : 3NeKTPOHHbIA [/
O6pasoBaTenbHas nnatdpopMa KOpanT [caitt]. — URL: https://urait.ru/bcode/562503

3opuHa, E. M. MeTanpegMeTHas KoMneTeHuMs npenogasaTenei n obydarowmxcs / E. M. 3opuHa. —
Mocksa : UspatenbctBo KOpaiiT, 2025. — 130 c. — (Bbicluee o6pasoBaHue). — ISBN 978-5-534-17997-

2. — TekcT : anekTpoHHbIM // O6pasosaTtenbHas nnatdopma KOpanT [canT].

SneKTPOHHbIe MeToaMUYEeCKUe N3[aHus

MoTuBaLua CTyAeHTOB K OOy4eHUIO M BoCnUTaTenbHas AestenbHocTb — MockBa : MspatenbcTBo
KOpaiT, 2023. — 1 c. — (KOpanT.AkageMus). — ISBN 978-5-534-14536-6. — TeKCT : 3NIEKTPOHHbIN //
O6pasoeaTenbHas nnatpopMa FOpalT [cant]. — URL: https://urait.ru/bcode/533252

MoTuBauMsa CTYyAEHTOB K O0BydeHuio n npodeccnoHanbHOMy pas3BuTMio — MockBea : UspgaTtenbcTBo
FOpaiTt, 2022. — 5 c. — (FOpanT.AkagemMus). — ISBN 978-5-534-14536-6. — TeKCT : 3N1€KTPOHHbIN //
O6pasosaTenbHas nnatdopma KOpant [canT]. — URL: https://urait.ru/bcode/509597

MHdopMauUuoHHOEe obecriedeHMe OCBOEHUSI Y4Ye6HOM [AUCLUNNAUHBI npeacTasnsetr co6oun
nepequb VIH¢OpMaLI,VIOHHbIX TEXHOJ'IOFVIVI, VICI'IOJ'Ib3yeMbIX I'IpVI OcyLLlleCTBﬂeHVIVI 06pasoBaTeanoro
npouecca, BK/OYasi MepeyveHb MNpPOorpaMMHoOro o6ecriedeHnss m MHPOPMALLMOHHDbIX CrPaBOYHbIX

CUCTEM.

Kaxxgbih  obyvatowmiics  obecneuymMBaeTcsl MHAMBUAYASbHBIM  HEOrPaHWYEHHbIM  AO0CTYNOM K
3NEKTPOHHO-6UBAMOTEYHON cucTeme  (umndposoit  (snekTpoHHol) 6ubnunoteke) «HOPAUT»
(https://urait.ru/), copepxawiein nsgaHus y4ue6HO-MeTOANYECKON M MHOWN NUTepaTypbl.

Kaxgbih obyuvatowmiica obecneumBaeTcs MWHAWBUAYANbHbIM HEOTrPAHUYEHHBbIM AOCTYNOM K
denepanbHON rocygapcTBeHHON WHPOPMaLMOHHON cuctemMe «HauMoHanbHas 3nEeKTPOHHas

6ubnunoteka» (https://rusneb.ru/).

CocTtaB HeOo6XOOMMOro KOMIVJIEKTAa JIMLEH3UMOHHOTO UM CBOGOOHO pacnpocTpaHsaeMoro
nporpaMMHOro o6ecne4yeHus, B TOM 4Yuc/ie OTe4YeCTBEHHOro npoussopcTBa: AHpekc bpaysep
(peectpoBass 3anuce N°3722 ot 23.07.2017 B eAuHOM peecTpe POCCUNCKUX MporpamMm pans
SMEKTPOHHbIX BbIMUCAUTENbHLIX MalWwKWH M 6a3 paHHbix); AHpekc.TenemocT (peecTpoBas 3anuch
N°13556 ot 20.05.2022 B eguHOM peecTpe POCCUNCKUX MpOorpaMM pAnAs  3MEeKTPOHHbIX

BbI4YUCIIUTESNIbHbIX MALLUWH M 6a3 ,EI,aHHbIX)

SneKkTpoHHble NHPOPMaLMOHHbIE pecypcbl (pecypcbl MHPOPMALLUOHHO-TENEKOMMYHUKALMOHHOM

cetn «MIHTepHeT»):

- CocTaB coBpeMeHHbIX Npo¢deccuoHaNbHbIX 6a3 AaHHbIX

depepanbHas cnyxba rocypapcrteeHHon ctatuctukm (https://rosstat.gov.ru/)

OTKpbITble gaHHble Poccun (https://data.gov.ru/)

Cratuctuyeckuit Otgen Opranusaummn O6beanHeHHbix Hauun (United Nations Statistics Division)
(http://data.un.org/)

Basa gaHHbix KOHECKO (https://www.unesco.org/en/key-data)



- CocTaB MH$POPMAL,MOHHBIX CMIPABOYHbIX CUCTEM

Basa 3HaHui OTKpbIToro npasutensctea (http://wiki.ac-forum.ru/)

Bbicluas aTTecTauMoHHas KOMUCCUS NPy MUHUCTEPCTBE HayKKM U Bbicluero obpasoBaHus Poccuitckoi
depepauum (https://vak.minobrnauki.gov.ru/main)

Poccuiickunin poHp, dyHaamMeHTanbHbix nccrnepgosanni (https://www.rfbr.ru/)

OduumanbHbIi UHTEpPHET-MopTan npasosBok uHdopmaumu (focypapcTBeHHass cucTemMa MNpPaBOBOWM
undopmaumm) (http://pravo.gov.ru/)

CucTtema obecrieyeHus 3akoHogaTenbHon geatenbHoctu (https://sozd.duma.gov.ru/)

CobpaHue 3akoHogaTenbcTBa Poccuinckon Gegepauum (https://www.szrf.ru/)

FocypapcTBeHHasi aBTOMATM3MpPoBaHHAs cuctema Poccuiickon Pepepauun «Mpasocypgue» (FAC
«Mpasocyaue») (https://sudrf.ru/)

HopMmaTuBHble npaBoBble akTbl B Poccuiickon depepaummn. MUHUCTEPCTBO OCTULMKM Poccuinckon

depepauum (http://pravo.minjust.ru/)

- UHble MHPOpMaLUOHHbIe pecypcbl - UHPOPMALLMOHHbIE Pecypcbl OPraHOB FroCyAapCcTBEeHHOM
BnacTm

MpesngeHT Poccnm (http://kremlin.ru/)

MNpasutenbctso Poccuu (http://government.ru/)

MUWHUCTEPCTBO HayKu 1 Bbicluero obpasosaHuns PP (https://www.minobrnauki.gov.ru/)
MuHucTtepctso npocseweHms PO (https://edu.gov.ru/)

MWHUCTEPCTBO 3KOHOMMYECKoro pa3eutus Poccuiickon ®epepauum (https://www.economy.gov.ru/)
MuHUCTEPCTBO UMPPOBOro PasBUTUSA, CBSA3M U MACCOBbIX KOMMYyHMKaumMi Poccuiickon dOepepaumm
(https://digital.gov.ru/)

- UHble MHPOPMaLMOHHDbIE pecypcCbl - NEPUOANYECKUMMU U3AAHMUS
TACC (https://tass.ru/)

PUA HOBOCTM (https://ria.ru/)

KommepcaHTb (https://www.kommersant.ru/)

RT (https://rt.com/)

- UHpopMaLLUOHHDbIE MOUCKOBbIE CUCTEMbI
Anpekc (https://ya.ru/)
MAIL.RU (https://www.mail.ru/)



