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PABOYAS MPOrPAMMA YYEEHON AUCLUMNJIUHDI

«YnpaBsieHMe puckaMm B o6nacTu 6esonacHoCcTU»

HOononHutenbHas npodeccMoHarnbHasg nporpamMmma
«MeHep)XMeHT n 6usHec (3KoOHOMUKA, PUHAHCbI, AAMUHUCTPATUBHO-YNPaB/IeHYecKas

AeATeNbHOCTb)»

r. MockBa

TeppuTtopus MHHOBaLMOHHOro LeHTpa CKoNKoBo



HauMeHoBaHue yye6HOM AUCLUNNMHDI: YNpaBieHMe pMckamMu B o6nactn 6esonacHocTu.

Llenb ocBoeHUs1 y4e6HOU AUCLUNNHDBI: OOCTMXKEHUE 3amN/IaHUPOBAHHbIX PEe3yNbTaTOB OCBOEHUS
obpasoBaTtesibHOM MporpamMmbl - GOPMUPOBaAHME YCTAHOBJIEHHbIX B O6pa3oBaTesIbHOM MporpaMMme

KOMMeTeHLMN.

3apayum oCBOEHUS yYe6HOMU AUCLUIMIMHDBI: OOCTUXXEHWE 3aM/IaHMPOBaHHbIX B HacTosLLeln paboyen
nporpaMme pesysbTaToOB OCBOEHUS AUCLLUMINH - NpuobpeTeHne o6yHalroLMMCs 3an1aHUPOBAHHbIX

3HaHWIA, yMEHUI, HAaBbIKOB.

MnaHupyeMble pe3ynbTaTbhl OCBOEHUS y4e6HOM AUCLLUNUHDI
Ob6yvatowminica  gomkeH chopMUMpoBaTh cregylowme pesynbTaTbl OCBOEHUS  AUCLMUMIIUHDI

«YnpaBneHue puckamum B obnactm 6e3onacHoCcTm»:

3HaHuA: 3HaHUSA KITIOYEBBIX MOHATUIM YMNpPaBleHUS PUCKaMM B o6nacTu 6e30macHOCTU, BKIIKO4Yad
naeHTudMKaLuuio, aHanuns, oueHKy, o6paboTKy U1 MOHUTOPUHI PUCKOB, @ TaKXXe 3HaHue relevantHbix

HOPMATUBHbIX OOKYMEHTOB U CTaHOAPTOB.

YMeHus: HaBblkM MOHUTOPUHIa U OLLEHKM 3PPEKTUBHOCTU Mep MO YNPaBIEeHUIO PUCKAMU, @ TaKXe

HaBblKU aganTauynm CTpaTeFMl\;I ynpasneHmnd puckaMm K UasMeHdruwnMcd ycsioBudm.

HaBbiknM: YMeHue paspabaTtbiBaTb M BHeApPSATb MJaHbl O06PabOTKM PUCKOB, BKJOYas Bbi6op U

npuMeHeHne CoOoTBETCTBYIOLLLUX CTpaTEFVIi;I: M36e)'|(aHVIe, CHMXXeHune, nepenada n NnpuHATUE prUcCkKa.

O6beM (TpyaoeMKocTb) yue6HOM AUCLUNAUHDI: onpefenieH B y4e6HOM nnaHe obpasoBaTesibHOM

nporpamMmeil.

®dopMa NpoMeXyTouHOWU aTTecTaluMu no y4e6HOW AUCLUNIIUHE ornpeferneHa B y4ye6HOM nnaHe

obpasoBaTesibHOM NPOrpaMmbl.

TEKyI.I.I.VIFI KOHTPO/JIb YyCneBaeMOCTU ocyuiecTBndeTrcd nocpenCcrBOM aHAaIUMTUYECKOro oT4yeTa

oby4atoLLerocs nNo ANCLUMUMNInHe.

CTpyKTypa U copep)XaHue y4ye6HOM AUCLUNIUHDI onpeaensaeTcs TeMaTUYEeCKUM M1aHOM y4ebHoun

OUNCLUMUMNAUHDI.

TeMmaTuveckuii nnaH y4e6HOMU AUCLLUMNIIUHDI
Tema N° 1: BBepeHMe B ynpaBiieHMe puckamu B obnactn 6e3onacHocTm
Tema N° 2: OcHOBHbIE NOHATUA U TEPMUHONOTUS YMPaBNEHUSA PUCKaMU
Tema N° 3: Bugpl yrpos 6esonacHocTtum
Tema N° 4: Ou,eHKa ysi3BUMOCTEN
Tema N° 5: AHanus puckos
Tema N° 6: KauecTBeHHbIN aHann3 pMCKOB
Tema N° 7: KonnyecTBeHHbIM aHann3 puckos
Tema N° 8: MeTopabl OLLEHKU PUCKOB
Tema N° 9: MaTpuu,a puckos
Tema N° 10: OepeBo peLueHui

Tema N° 11: MeTop MoHTe-Kapno



Tema N° 12: YnpaBneHue puckamu

Tema N° 13: CtpaTternm ynpasneHuUs puckamm

Tema N° 14: Us6exaHune pucka

Tema N° 15: CHMmxeHue pucka

Tema N° 16: Nepepaya pucka

Tema N° 17: MpuHaTne pucka

Tema N° 18: PazpaboTka nnaHa ynpaBneHusi puckamm

Tema N° 19: Peanusauusa nnaHa ynpasfieHUs pUCKamMm

Tema N° 20: MOHUTOPUHT U KOHTPOJIb PUCKOB

Tema N° 21: KoMMyHMKauMs 1 OTHETHOCTb MO PUCKaM

Tema N° 22: NMpaBoBbie U HOPMATUBHbIE TPEB6OBaHUS K YNPaBIEeHUIO PUCKAMU
Tema N° 23: CraHpapTbl ynpaBrieHUs puckamm

Tema N° 24:1SO 31000

Tema N° 25: NIST Cybersecurity Framework

Tema N° 26: GDPR

Tema N° 27: Ponb YyenoBeyeckoro ¢dakTopa B yrnpaBieHUm puckamm
Tema N° 28: O6y4eHMe 1 NoBbILLEHNE OCBEAOMIIEHHOCTU NepcoHana
Tema N° 29: KubepbesonacHocTb U yrnpasB/ieHUe pUCKaMU

Tema N° 30: Pucku nHdopMauMoHHOM 6e30nacHOCTH

Tema N° 31: 3awmTta aHHbIX

Tema N° 32: YnpaBneHue nHuupgeHTaMm 6e30nacHoOCTH

Tema N° 33: dusuyeckas 6e30MacHOCTb U yrNpaBieHUe pUcKamMu
Tema N° 34: Puckn 6esonacHocTv Tpyaa

Tema N° 35: YnpaBneHue pyckaMu B Ype3BbIYalHbIX CUTYaLUSAX
Tema N° 36: bsHec-HenpepbIBHOCTb M aBapUMHOE BOCCTAHOBNEHME
Tema N° 37: Aygut 6e30nacHOCTU U yripaBiieHUE pUCKaMm

Tema N° 38: MpuMepbl U3 NPaKTUKKU yNpaBrieHUs pUckaMu B obnactn 6e3onacHoCcTm

Tema N° 39: TeHaEeHUMM N NEPCNEKTUBbI Pa3BUTUS YINPaBIIEHUS PUCKaMMU

CopepxaHMe caMoCTOATENIbHOU pa6oTbl 06y4aloLLUXCS MO yY4e6HOM ANCUUN/IMHE: MOATrOTOBKA K
3aHATUAM. U3yvYeHne TeopeTUu4eCKoro mMartepumana, 4tTeHue y‘-I66HVIKOB n OOoNoONMHUTEJIbHbIX
NCTOYHNKOB, KOHCMNEKTUpOBaHUe, noaroTtoBka K I'IpOME‘)KyTO‘-IHOi/’I aTTecTaumnn; caMocToaTesibHoOe
n3yvyeHme pAonoJIHUTENbHbLIX MaTepuasnoB; aHalins U UHTepnpetTauusa AOaHHbIX - CcOoCTaBieHue

aHaNTUTUYECKOro oT4yeTa 06yqa|ou.|,eroc9| no gucuunjnHe.

Ycnosusa peanusauumu paéoueit nporpaMMbl AUCLLUMNIIUHDI

MaTtepuanbHo-TexHU4eckoe obecnedyeHue  peanumsauuum  OUCLUMJIMHBI  COOTBETCTBYET
MaTepuanbHO-TEXHUYECKOMY obecrnevyeHuio, YyKasaHHOMy B paspgene 3 obpasoBaTesnibHOM

nporpamMMmsl.

Yue6Ho-MeToauueckoe obecneueHune (3nekTpoHHble Yy4ye6HO-MeTogMuecKue MaTepuanbl)
OCBOEHUSA y4e6HOU ANCLUN/INHDI



DNIeKTPOHHbIE yYe6Hble n3paHusa

KyknuHa, E. H. OpraHusaums camMoctoaTenbHon pabotbl ctygeHta / E. H. KyknuHa, M. A.
MasHuyeHko, U. A. MylikuHa. — 2-e usp,, ucnp. u gon. — Mocksa : UspgaTtenbctBo HOpaiit, 2025. —
235 c. — (Bbicluee o6pasosaHue). — ISBN 978-5-534-06270-0. — TeKCT : 3NEeKTPOHHbIA //
O6pasosaTenbHas nnatdopma KOpant [caiTt]. — URL: https://urait.ru/bcode/562503

3opuHa, E. M. MeTanpegMeTHas KoMneTeHuMs npenogasartenen n obydatowmxcs / E. M. 3opuHa. —
Mockea : UsgaTtenbctBo FOpaiT, 2025. — 130 c. — (Bbicluee o6pasosaHue). — ISBN 978-5-534-17997-

2. — TekcT : anekTpoHHbIM // O6pasosaTtenbHaa nnatdopma KOpanT [canT].

DneKTPOHHbIE MeToaMUYeCcKue N3gaHus

MoTuBaumsa CTyQEeHTOB K OBy4yeHUIO M BocnuTaTenbHas aeaTenbHocTb — Mocksa : MspgatenbcTBo
FOpainTt, 2023. — 1 c. — (FOpanT.AkagemMuns). — ISBN 978-5-534-14536-6. — TeKCT : 3NI€KTPOHHbIN //
O6pasosaTenbHas nnatdopma KOpant [canTt]. — URL: https://urait.ru/bcode/533252

MoTuBaumsa CTyAeHTOB K 0bydeHuio n npodeccnoHanbHoMy pasButuio — Mockea : UsgaTenbcTeo
FOpaiit, 2022. — 5 c. — (FOpanT.AkagemMus). — ISBN 978-5-534-14536-6. — TeKCT : 3N1€KTPOHHbIN //
O6pasosaTenbHas nnatdopma KOpant [cait]. — URL: https://urait.ru/bcode/509597

NHPopMauMOHHOEe o6ecriedeHUe OCBOEHUS Y4Ye6HOM AUCUMUNMUHBI MNpeacTaBnsaetr coboi
nepeyeHb MHGOPMALMOHHbBIX TEXHOIOTUM, NCMOMIb3yeMbIX MPU OCYLLLECTBIIeHUU O06pa3oBaTEIbHOro
npowecca, BKAKOYasi nepedyeHb MporpaMMHoro o6ecrnedyeHnss U MHPOPMALLMOHHDBIX CMPaBOYHbIX

CUCTEM.

Kaxpgbi  obydarowmincss obecnedunmBaeTcs WMHOMBUAYANbHBIM  HEOrPAHUYEHHbIM  OOCTYNOM K
3NEKTPOHHO-6M6MOTEYHON  cucteMe  (LmdpoBoit  (anekTpoHHOMN) 6ubnuoteke) «HOPAUT»
(https://urait.ru/), copepxaliein nsgaHns y4ebHO-MeTOOMYECKON U MHOW NUTEPaTypPbI.

Kaxpgbi obydarowmincss obecneunmBaeTcs WHOMBUAYANbHbIM HEOFPaAHUYEHHbIM  JOCTYNoM K
depepanbHoOii rocypapcTBeHHOM MWHPOPMAUMOHHOM cucTteMe «HauMoHanbHAs 3neKTPOHHas

6ubnuoteka» (https://rusneb.ru/).

CoctaB Heo6XOoAMMOro KOMMJIEeKTa JIMLEH3UOHHOTO U CBO6OAHO pacnpocTpaHseMoro
nporpaMMHoro o6ecrne4yeHus, B TOM YucC/ie OoTe4eCcTBEHHOro npousBoacTBa: SHOoekc Bpaysep
(peectpoBasi 3anmck N°3722 ot 23.07.2017 B e€OuHOM peecTpe POCCUNCKUX MporpamMMm ans
3MEKTPOHHbIX BbIMUCIUTENbHBIX MalKWH M 6a3 paHHbix); AHpekc.TenemocT (peecTpoBas 3anuch
N°13556 ot 20.05.2022 B eguMHOM peecTpe POCCUMACKUX MporpaMM pAanAs  3MNeKTPOHHbIX

BbI4YUCITUTESIbHbIX MALLUWH U 6a3 FI,aHHbIX)

SneKkTpoHHble NHPOPMaLMOHHbBbIE pecypcbl (pecypcbl MHPOPMALLUOHHO-TENEKOMMYHUKaLMOHHOM

cetn «<MHTepHeT»):

- CocTaB coBpeMeHHbIX NpodeccuoHasnbHbiX 6a3 AaHHbIX

depepanbHas cnyx6a rocygapcteeHHomn ctatuctmkm (https://rosstat.gov.ru/)

OTKpbITble gaHHble Poccun (https://data.gov.ru/)

Cratuctuueckuin Otgen OpraHusaumn O6beanHeHHbix Hauui (United Nations Statistics Division)
(http://data.un.org/)

basa gaHHbix KOHECKO (https://www.unesco.org/en/key-data)



- CocTaB MH$POPMAL,MOHHBIX CMIPABOYHbIX CUCTEM

Basa 3HaHui OTKpbIToro npasutensctea (http://wiki.ac-forum.ru/)

Bbicluas aTTecTauMoHHas KOMUCCUS NPy MUHUCTEPCTBE HayKKM U Bbicluero obpasoBaHus Poccuitckoi
depepauum (https://vak.minobrnauki.gov.ru/main)

Poccuiickunin poHp, dyHaamMeHTanbHbix nccrnepgosanni (https://www.rfbr.ru/)

OduumanbHbIi UHTEpPHET-MopTan npasosBok uHdopmaumu (focypapcTBeHHass cucTemMa MNpPaBOBOWM
undopmaumm) (http://pravo.gov.ru/)

CucTtema obecrieyeHus 3akoHogaTenbHon geatenbHoctu (https://sozd.duma.gov.ru/)

CobpaHue 3akoHogaTenbcTBa Poccuinckon Gegepauum (https://www.szrf.ru/)

FocypapcTBeHHasi aBTOMATM3MpPoBaHHAs cuctema Poccuiickon Pepepauun «Mpasocypgue» (FAC
«Mpasocyaue») (https://sudrf.ru/)

HopMmaTuBHble npaBoBble akTbl B Poccuiickon depepaummn. MUHUCTEPCTBO OCTULMKM Poccuinckon

depepauum (http://pravo.minjust.ru/)

- UHble MHPOpMaLUOHHbIe pecypcbl - UHPOPMALLMOHHbIE Pecypcbl OPraHOB FroCyAapCcTBEeHHOM
BnacTm

MpesngeHT Poccnm (http://kremlin.ru/)

MNpasutenbctso Poccuu (http://government.ru/)

MUWHUCTEPCTBO HayKu 1 Bbicluero obpasosaHuns PP (https://www.minobrnauki.gov.ru/)
MuHucTtepctso npocseweHms PO (https://edu.gov.ru/)

MWHUCTEPCTBO 3KOHOMMYECKoro pa3eutus Poccuiickon ®epepauum (https://www.economy.gov.ru/)
MuHUCTEPCTBO UMPPOBOro PasBUTUSA, CBSA3M U MACCOBbIX KOMMYyHMKaumMi Poccuiickon dOepepaumm
(https://digital.gov.ru/)

- UHble MHPOPMaLMOHHDbIE pecypcCbl - NEPUOANYECKUMMU U3AAHMUS
TACC (https://tass.ru/)

PUA HOBOCTM (https://ria.ru/)

KommepcaHTb (https://www.kommersant.ru/)

RT (https://rt.com/)

- UHpopMaLLUOHHDbIE MOUCKOBbIE CUCTEMbI
Anpekc (https://ya.ru/)
MAIL.RU (https://www.mail.ru/)



