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HauMeHoBaHue yye6HoM aucumnnuHbl: OCHOBbI KM6ep6e3onacHOCTU U 3aLWnUTbl HPOPMaLLUK.

Llenb ocBoeHUs1 y4e6HOU AUCLUNNHDBI: OOCTMXKEHUE 3amN/IaHUPOBAHHbIX PEe3yNbTaTOB OCBOEHUS
obpasoBaTtesibHOM MporpamMmbl - GOPMUPOBaAHME YCTAHOBJIEHHbIX B O6pa3oBaTesIbHOM MporpaMMme

KOMMeTeHLMN.

3apayum oCBOEHUS yYe6HOMU AUCLUIMIMHDBI: OOCTUXXEHWE 3aM/IaHMPOBaHHbIX B HacTosLLeln paboyen
nporpaMme pesysbTaToOB OCBOEHUS AUCLLUMINH - NpuobpeTeHne o6yHalroLMMCs 3an1aHUPOBAHHbIX

3HaHWIA, yMEHUI, HAaBbIKOB.

MnaHupyeMble pe3ynbTaTbhl OCBOEHUS y4e6HOM AUCLLUNUHDI
O6yvatowminca gomkeH chopMUpoBaTh creaytoLlme pesynbTaTbl OCBOEHUS AUCLUMIUHBI «OCHOBDI

Knbepbe3onacHOCTU M 3aLUTbl UHPOPMALLUUN»:

3HaHuA: 3HaeT NPUHLMMNbI OPraHU3aLUM CUCTEM 3aLLUTbl MHGOPMALMKU HA Pa3/IUYHbBIX YPOBHSAX
(oTpenbHoe ycTpoOWCTBO, ceTb, OpraHu3aumsa). 3HaeT XXU3HEHHbIA LMKA pa3spaboTkn GesonacHoro
nporpaMMHoro ob6ecrneyeHus. [loHMMaeT npuHUUNBLI pPaboTbl cUCTEM ayTeHTUdMKaLUKU U

aBTOpM3auMKn. 3HAKOM C METOAAMU aHANN3a BPEeO,0HOCHOIO NMPOorpaMMHoro obecrneveHus.

YMeHus: BnapeeT HaBblkaMM UCMOMIb30BaHUA UHCTPYMEHTOB AJIA aHanusa ys3BuMMocTel. Bnapeer
HaBblKaMWN KOHPUIYPUPOBaHUS CETEBbIX YCTPOMUCTB 6e30MnacHOCTU (MapLupyTU3aTopbl, KOMMYTaTOPbI,

MeceTeBble 3KpaHbl). BnageeT HaBbikaMu pa3paboTkun 6e30nacHOro Koga.

HaBbiku: YMeeT npoekTMpoBaTb 6a30Bble CUCTEMDI 3aLLLUTbl UHPOPMALLMU. YMeEET NPOBOAUTL ayauT
6e3onacHOCTU UMHDOPMALMOHHBIX CUCTEM. YMeeT paspabaTtbiBaTb MOMUTUKM Ge3onacHoOCTU. YMeeT

aHanmMsnpoBaTb 10rn 6e30MacHOCTU U BbISBNATb MPU3HaKKM aTak.

O6beM (TpyaoeMKocTb) yue6HOM AUCLUNNAUHDI: onpefenieH B y4ebHOM NnaHe o6pasoBaTesibHOM

nporpamMMmsl.

dopmMa NpoMeXyToOYHOM aTTecTauuMu No y4e6HOW AUCUMNNUHE ornpepgerneHa B y4eGHOM naHe

obpasoBaTenbHOM NPorpamMMsl.

TEKyI.IJ,VII‘;I KOHTPO/J/Ib YyCNEeBaeMOCTU OCyLLecCTBdeTCda nocpencrtBOM aHAaIMTUYECKOro oT4eTa

obyuvatouLerocs no AUCLUMNIIMHE.

CTpyKTypa u copep)XaHue y4ye6HOU AUCLLUIMJIMHDBI onpeaensaeTcs TeMaTUYeCKUM MNIaHoOM y4e6HoM

OUCLUMUMNAUHDI.

TemaTuveckuit nnaH y4e6HOMU AUCLUNMIINHDI
Tema N° 1: BBepgeHue B kMbepbesonacHoOCTb
TeMa N° 2: OcHOBHbIe MOHATUSA U TEPMUHONOrMS MHGOPMaLLMOHHOMN 6e30MacHoCTH
Tema N° 3: Knaccudpumkaumsa yrpos nHbopMaLMOHHOM 6e30MacHOCTH
Tema N° 4: Ya3BuMoCTU MHPOPMALLMOHHbBIX CUCTEM
Tema N° 5: BpepoHocHoe nporpamMMHoe obecneveHue (Malware)
Tema N° 6: Bupycbl, 4epBU, TPOSIHbI
Tema N° 7: Rootkits n 6yTkuTbI

Tema N° 8: LLinnoHckoe MO (Spyware) n peknamHoe MO (Adware)



Tema N° 9: OULLIMHT U couManbHas UHXeHepus

Tema N° 10: Ataku Tvna "oTkas B o6cnykmsaHun" (DoS n DDoS)
Tema N° 11: SQL-nHBbEKUUN

Tema N° 12: MexcanToBblit CKpUNTUHT (XSS)

Tema N° 13: Banom naponen

Tema N° 14: besonacHoCTb onepaLMOHHbIX CUCTEM

Tema N° 15: 3awmTta ceten

Tema N° 16: MexceTeBble 3kpaHbl! (Firewall)

Tema N° 17: CucteMbl 0OGHAPYXXeHUs U NpeaoTBpaLLeHns BTop)keHu (IDS/IPS)
Tema N° 18: BupTyanbHbie YacTHble cetu (VPN)

Tema N° 19: BesonacHocTb 6ecnpoeogHbix ceten (Wi-Fi)

Tema N° 20: Kpuntorpadus v undpoBaHme gaHHbIX

Tema N° 21: CuMMeTpUYHOE U acuMMeTpUYHoe WndpoBaHue

Tema N° 22: DnekTpoHHas NogNUCh U X3LWMpPOBaHUe

Tema N° 23: ¥YnpaBneHue umnedppoBbiMu cepTudmrKaTamMmm

Tema N° 24: BesonacHOCTb BE6-MPUIOXKEHUN

Tema N° 25: AyteHTUdUKaLMa U aBTopU3aums

Tema N° 26: BesonacHocTb 6a3 gaHHbIX

Tema N° 27: PesepBHOe KONMpOBaHME U BOCCTAHOBIEHUE OAaHHbIX
Tema N° 28: MNnaHnpoBaHue obecrnevyeHnst HeNpPepbIBHOCTU BU3Heca
Tema N° 29: ¥YnpaBneHune puckaMm MHGOPMaLMOHHOM 6€30MacHOCTH
Tema N° 30: NonuTtuku 6e3onacHoOCTH

Tema N° 31: CtaHgapTbl 6e3onacHocTu (1ISO 27001, GDPR)

Tema N° 32: AyauT nHpopMaLMOHHOM 6e30MacHOCTU

Tema N° 33: [paBoBble acnekTbl kn6epbesonacHOCTU

Tema N° 34: 3Tndeckas xakepcKas AesaTenlbHOCTb

Tema N° 35: UHUMpeHTbl 6€30MacHOCTU U pearnpoBaHMe Ha HUX
Tema N° 36: PaccnepoBaHue MHUMOEHTOB 6€30MacHOCTH

Tema N° 37: CoBpeMeHHble TpeHbl B KUbepbesonacHOCTH

Tema N° 38: Kapbepa B kubepbesonacHocTm

Copep)xaHue caMoCToATeNIbHOMU pa6oTbl O6yvalOLLMXCS MO YY4e6HOM AUCLUIN/IMHE: MOAroTOBKA K
3aHATUAM U3YyYHEeHUe TeopeTU4YeCKoro m™Martepuana, 4YTeHue y‘-leGHVIKOB n AonofHUTe1IbHbIX
UCTOYHUKOB, KOHCMEeKTUpoBaHMe; noarotToBka K I'IpOMe)KyTO'-IHOﬁ aTTectaumn; caMoctToaTesibHOe
n3yvyeHme pOonoJIHUTENbHbLIX MaTepuasnoB; aHalns U UHTepnpeTauusa AOaHHbIX — CcOCTaBieHue

QHANIMTUYECKOro oTYeTa O0by4varoLLerocs nNo AUCLMUNIMHE.

Ycnosus peanusaummu pa6éoueit nporpaMMbl AUCLLUMNJIUHDI

MaTtepuanbHo-TexHu4Yeckoe obecrneyeHMe  peanusauum  AUCLUMNIAUHbBI  COOTBETCTBYET
MaTepuanbHO-TEXHUYECKOMY obecrnevyeHuio, yKasaHHOMy B paspgene 3 obpasoBaTesibHOM

nporpamMmsil.



Yye6HOo-MeTOoaUuveckoe o6ecnevyeHue (3neKTpoHHble y4ye6HO-MeTopMUYEeCcKMEe MaTepuanbl)

OCBOEHUS y4e6HON AUCLLUMN/INHDI

DIeKTPOHHbIE yYebHble nspaHus

KyknuHa, E. H. OpraHusaums caMoctoaTenbHon pabotbl ctygeHTa / E. H. KyknuHa, M. A.
MasHuyeHko, . A. MywikuHa. — 2-e usp,, ucnp. u gon. — Mocksa : UsgaTtenbctBo HOpaiit, 2025. —
235 c. — (Bbicluee o6pasosaHue). — ISBN 978-5-534-06270-0. — TeKCT : 3MeKTPOHHbIA //
O6pasosaTenbHas nnatdopma KOpanT [cait]. — URL: https://urait.ru/bcode/562503

3opuHa, E. M. MeTanpegMeTHaa KoMneTeHuMs npenogasaTtenen n obyvatowmxcs / E. M. 3opuHa. —
Mocksa : UspaTtenbcteo FOpauT, 2025. — 130 c. — (Bbicluee o6pasosaHue). — ISBN 978-5-534-17997-

2. — TekcT : anekTpoHHbIM // O6pasosaTtenbHaa nnatdopma KOpanT [canT].

DneKTpPOHHblIE MeToAUYECKME U3[AHUS

MoTuBaLMsa CTYOEHTOB K OBYy4YeHMIO M BOCMUTaTeNnbHas gesaTenbHocTb — Mockea : MspaTenbcTBo
FOpait, 2023. — 1 c. — (FOpanT.AkagemMuns). — ISBN 978-5-534-14536-6. — TeKCT : 3/IeKTPOHHbIN //
O6pasosaTenbHas nnatdopma KOpant [canTt]. — URL: https://urait.ru/bcode/533252

MoTuBaumsa CTyAEHTOB K 0By4eHUio U npodeccuoHanbHoOMy pasBuTuio — Mocksa : U3pgatenbcTBo
FOpairt, 2022. — 5 c. — (lOpanT.AkageMus). — ISBN 978-5-534-14536-6. — TeKCT : 3NeKTPOHHbIN //
O6pasosaTenbHas nnatdopma KOpant [caitt]. — URL: https://urait.ru/bcode/509597

MHdbopMauuoHHOe obecriedyeHMe OCBOEHUSI Y4e6HOM [AUCLUNMUHbI npeacTaBnseT cobok
nepeyeHb MHPOPMALMOHHBIX TEXHOMOIMMK, UCMOJb3yEMbIX MPU OCYLLLECTBIIEHUN 06pPa30BaTENbHOro
npouecca, BK/IO4Yasi MepevyeHb MNporpaMMHoro obecneyeHuss U MHPOPMALMOHHDBIX CMPABOYHbIX

cucTem.

Kaxpgbin  obydarowmincss obecnedunmBaeTcs WHOMBUAYANbHBIM  HEOFPaAHUYEHHbIM  OOCTYNoM K
3NEeKTPOHHO-6M6MOTEYHON  cucteMe  (LmdpoBoit  (anekTpoHHOMN) 6ubnuoteke) «HOPAUT»
(https://urait.ru/), copepxawieit nspaHus yue6HO-MEeTOAUYECKON U MHOWN NUTEPaTYpPbI.

Kaxpgbit  obyvarowmincss obecneunmBaeTcs WHOMBUAYANbHBIM  HEOFPAHUYEHHbIM  OOCTYNoOM K
depepanbHoii rocypapcTBeHHOW MWHPOPMAUMOHHOM cucTteMe «HauMoHanbHAs 3NeKTPOHHas

6ubnuoteka» (https://rusneb.ru/).

CocTtaB Heo6xoAMMOro KOMMJIEKTa JIMLLEH3MOHHOTO UM CBO60AHO pacnpocTpaHsaeMoro
nporpaMMHoOro obecne4yeHus, B TOM 4YucC/ie OoTe4YecTBEHHOro npoussopcTea: AHpekc bpaysep
(peectpoBasi 3zanmcb N°3722 ot 23.07.2017 B e€AuHOM peecTpe POCCUNCKUX MporpamMMm ans
SMEeKTPOHHBIX BbIMMCMUTENbHbLIX MaWuH M 6a3 pgaHHbix); SAHpekc.Tenemoct (peectpoBasi 3anucb
N°13556 ot 20.05.2022 B eguHOM peecTpe pPOCCUNCKMX MpPOrpaMM pOfs  3MeKTPOHHbIX

BbIYMUCIUTENbHbIX MAaLLUMH U 6a3 FI,aHHbIX)

SnekTpoHHble MHPOPMaLMOHHbIE pecypcbl (pecypcbl MHPOPMALLMOHHO-TENEKOMMYHUKALMOHHOM

ceTn «MIHTepHeT»):

- CocTtaB coBpeMeHHbIXx npodeccuoHanbHbixX 6a3 JaHHbIX
depepanbHas cnyxba rocygapcTeeHHon ctatuctukm (https://rosstat.gov.ru/)

OTKpbITble gaHHble Poccun (https://data.gov.ru/)



Cratuctuueckuin Otgen OpraHusaumn O6beanHeHHbix Hauun (United Nations Statistics Division)
(http://data.un.org/)
basa gaHHbix KOHECKO (https://www.unesco.org/en/key-data)

- CocTaB MH$POPMAL,MOHHbBIX CMIPABOUHbIX CUCTEM

Basa 3HaHuM OTKpbITOro npasutenscrea (http://wiki.ac-forum.ru/)

Bbicluas aTTecTauMoHHas KOMUCCUS NP MUHUCTEPCTBE HaYKM U BbicLuero obpasoBaHust Poccriickom
depepauum (https://vak.minobrnauki.gov.ru/main)

Poccuiickuin poHp, dyHaamMeHTanbHbix uccneposannin (https://www.rfbr.ru/)

OdurumanbHbI MHTEPHET-NopTan npasoBoin MHpopmMauun (FocypgapcTBeHHas cucTeMa MpaBoOBOM
uHudopmaumm) (http://pravo.gov.ru/)

CucTtema obecrieyeHus 3akoHogaTenbHon geatenbHoctu (https://sozd.duma.gov.ru/)

CobpaHue 3akoHogaTtenbcTBa Poccuinckon Gegepauum (https://www.szrf.ru/)

locypapcTBeHHasi aBTOMATM3MpPoOBaHHAas cuctema Poccuiickont depepauun «Mpasocypgue» (FAC
«MpaBocyaue») (https://sudrf.ru/)

HopMaTuBHble npaBoBbie akTbl B Poccuiickon depepaumn. MUHUCTEPCTBO OCTUMUMM Poccuinckon

depepauuu (http://pravo.minjust.ru/)

- UHble MHPOpMaLUOHHDbIe pecypcbl - UHPOPMALLMOHHbIE Pecypcbl OPraHOB FroCyAapCTBEeHHOM
BnacTm

MpesngeHT Poccnm (http://kremlin.ru/)

MpasuTtenbcteo Poccuu (http://government.ru/)

MUHUCTEPCTBO HayKu 1 Bbiciero obpasosaHus PP (https://www.minobrnauki.gov.ru/)
MuHucTtepcteo npocseweHua PO (https://edu.gov.ru/)

MuUHUCTEPCTBO SKOHOMUYECKOro pa3Butus Poccninckon Pepepaumm (https://www.economy.gov.ru/)
MUHUCTEPCTBO LUDPOBOro pasBUTUS, CBSI3M N MACCOBbIX KOMMYHUKauuin Poccuiickon depepauum
(https://digital.gov.ru/)

- UHble MHPOPMaALMOHHDbIE pecypcCbl - NEPUOANYECKUMMU U3AAHMS
TACC (https://tass.ru/)

PUA HOBOCTM (https://ria.ru/)

KommepcaHTb (https://www.kommersant.ru/)

RT (https://rt.com/)

- UHdpopMaLMOHHbIE MOUCKOBbIE CUCTEMDI
Anpekc (https://ya.ru/)
MAIL.RU (https://www.mail.ru/)



