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HauMeHoBaHue yye6HOM aucLMnAuHbI: besonacHocTb 6a3 gaHHbIX U 3aWwmuTa uHPopMaLLMK.

Llenb ocBoeHUs1 y4e6HOU AUCLUNNHDBI: OOCTMXKEHUE 3amN/IaHUPOBAHHbIX PEe3yNbTaTOB OCBOEHUS
obpasoBaTtesibHOM MporpamMmbl - GOPMUPOBaAHME YCTAHOBJIEHHbIX B O6pa3oBaTesIbHOM MporpaMMme

KOMMeTeHLMN.

3apayum oCBOEHUS yYe6HOMU AUCLUIMIMHDBI: OOCTUXXEHWE 3aM/IaHMPOBaHHbIX B HacTosLLeln paboyen
nporpaMme pesysbTaToOB OCBOEHUS AUCLLUMINH - NpuobpeTeHne o6yHalroLMMCs 3an1aHUPOBAHHbIX

3HaHWIA, yMEHUI, HAaBbIKOB.

MnaHupyeMble pe3ynbTaTbhl OCBOEHUS y4e6HOM AUCLLUNUHDI
Ob6yvatowminica  gomkeH chopMUMpoBaTh cregylowme pesynbTaTbl OCBOEHUS  AUCLMUMIIUHDI

«besonacHocTb 6a3 gaHHbIX U 3awmTa MHPOPMaLUn»:

3HaHMA: 3HaHUA O Pas/IMYHbIX TUNaxX BpeaoHocHoro MO, MeToaax coumanbHOM UHXEeHepUKu, OCHOBaX
Kpuntorpadmm u KpuntoaHanusa. 3HaHUS O COBPEMEHHbIX MeTogax 3awuTbl MHpopMauum B
KOMMbIOTEPHDbIX CETAX, BK/KOYAsi MeXceTeBble 3KpaHbl, CUCTEMbl OGHAPYXXEHUS BTOPXKEHUU W

BUPTYyasibHble YaCTHblIE CeTU.

YMeHusi: HaBblkM MCMNONb30BaHUS MHCTPYMEHTOB A/ aHanM3a 6e30MacHOCTU ceTel M cUcTeM.
HaBblkM KOHPUrypUpOBaHUA MEXXCETEBbIX 3KPAHOB U CUCTEM OGHapyXXeHWUs BTOPXXeHui. HaBbiku
paboTbl ¢ KpunTOorpaduU4ecKUMMU MHCTPYMEHTaMU U 6ubnnorekaMmun. HaBblkM aHanusa >XypHanos

6e30MacHOCTU 1 BbISIBNIEHUSA NOJ03PUTENBHOM aKTUBHOCTW.

HaBbiku: YMeHue oueHuBaTb 6€30MacHOCTb MHPOPMALMOHHbBIX CUCTEM, BbiIBAATb YA3BMMOCTU U
npepnaratb Mepbl MO UX YCTpaHeHUto. YMeHue paspabaTbiBaTb U BHEAPATb MiaHbl obecneveHus
HenpepbIBHOCTM 6GM3HECA U  BOCCTAHOBNEHUS  OaHHbIX. YMEHUE TMPUMEHSATb  MeToAbl

KpunTtorpaduyeckon 3autbl UHPoOpMaL M.

O6beM (TpyaoeMKocTb) yue6HOU AUCLUNAUHDI: onpefenieH B y4e6HOM nnaHe obpasoBaTesibHOM

nporpamMmsil.

dopMa NPOMEXXYTOYHOM aTTecTaluu No y4ye6HOM AUcCUMUNIUHE ornpefeneHa B y4ebHOM nnaHe

obpasoBaTenbHON NPorpamMmbl.

Tel(yu.l.uﬁ KOHTPO/JIb YyCneBaeMOCTU ocyliecTBndeTcda nocpenCcrBoOM aHalUTUYECKOro oT4eTa

oby4atroLLerocs nNo ANCLMUNINHe.

CTpyKTypa U copep)XaHue y4e6HOM AUCLUNIINHDBI onpeaensaeTcs TeMaTUYEeCKUM MIaHOM y4YebHoM

OUNCLUMNIUHDI.

TeMaTUueckui NnaH yue6HOM AUCLLUNIIUHDI
Tema N° 1: BBepeHue B 6e3onacHocTb 6a3 gaHHbIX
Tema N° 2: KoHuenuun nipopmMauMoHHOM 6e30MacHOCTH
Tema N° 3: ¥rpo3bl 6e30nacHOCTM 6a3 gaHHbIX
TemMa N° 4: Ya3BMMoOCTM 6a3 gaHHbIX
Tema N° 5: Pucku 6esonacHocTy 6a3 gaHHbIX

Tema N° 6: MexaHU3Mbl KOHTPOS AOCTYNa



Tema N° 7: luckpeumoHHoe ynpasieHmne JocTyrnom

Tema N° 8: MaHpaTHOe ynpaBneHue JocTynoMm

Tema N° 9: PoneBoe ynpaBneHue gocTynom

Tema N° 10: AyauTt 6e3onacHocTh 6a3 gaHHbIX

Tema N° 11: LUndppoBaHUe gaHHbIX

Tema N° 12: CumMeTpuYHOe WwndppoBaHue

Tema N° 13: AcumMeTpUyHoe WngpoBaHme

Tema N° 14: XewmpoBaHue gaHHbIX

Tema N° 15: Uudposbie nognucu

Tema N° 16: CepTudunkaTtbl 6e€30MacHOCTU

Tema N° 17: ¥YnpaBneHue knio4amm lWnppoBaHUs

Tema N° 18: be3sonacHOCTb TpaH3aKL Ui

Tema N° 19: AToMapHOCTb, COrNacoBaHHOCTb, M3onaums, gonrosedHoctb (ACID)
Tema N° 20: MeToabl o6ecneyeHmns LLeNoCTHOCTU JaHHbIX

Tema N° 21: PesepBHOe KONUpoOBaHME N BOCCTAaHOBNEHNE OAaHHbIX
Tema N° 22: MnaHnpoBaHMe aBapUIMHOro BOCCTAaHOBIEHUS

Tema N° 23: besonacHOCTb NpUIOXeHU 6a3 JaHHbIX

Tema N° 24: BHegpeHue SQL-kopa

Tema N° 25: MexcalToBbIl CKpUATUHT (XSS)

Tema N° 26: Mopgaenka MexcanTosbix 3anpocos (CSRF)

Tema N° 27: ATaku TUNa «oTKas B o6¢cyxusaHum» (DoS)

Tema N° 28: PacnpepeneHHoe oTpuuaHue obcny>knsaHums (DDoS)
Tema N° 29: 3awmTa ot BpegoHocHoro MO

Tema N° 30: BpaHgMayapbl

Tema N° 31: CucteMbl 06HapyxeHus BTop>keHui (IDS)

Tema N° 32: Cuctembl npegoTepaLLeHms BTopxkeHnn (IPS)

Tema N° 33: BesonacHocTb 061a4HbIX 6a3 gaHHbIX

Tema N° 34: 3awmnTa nepcoHanbHbIxX gaHHbix (GDPR, CCPA)

Tema N° 35: CraHgapTbl 6e3onacHocTun 6a3 gaHHbIx (ISO 27001, PCI DSS)
Tema N° 36: DTnyeckme XxakepcTBO U TECTUPOBaHWE HAa MPOHUKHOBEHUE
Tema N° 37: NpaBoBble acnekTbl 6e3onacHoCcTM 6a3 gaHHbIX

Tema N° 38: YnpaBneHue 6e3onacHOCTbIo 6a3 JaHHbIX

Tema N° 39: MOHUTOPUHT 6e30nacHOCTM 6a3 JaHHbIX

Tema N° 40: UHUMpeHTbl 6€30MacHOCTU U pearupoBaHMe Ha HUX

Copep)xaHue caMoCToATeNIbHOMU pa6oTbl 06yvalOLLMXCS MO YY4e6HOM AUCLUIN/IMHE: MOAroTOBKA K
3aHATUAM U3YyYHEeHUe TeopeTU4YeCKoro m™Martepuana, 4YTeHue y‘-leGHVIKOB n AonofHUTe1IbHbIX
UCTOYHUKOB, KOHCMEeKTUpoBaHMe; noarotToBka K I'IpOMe)KyTO'-IHOﬁ aTTectaumn; caMoctToaTesibHOe
n3yvyeHme ponoOJIHUTENbHbLIX MaTepuasnoB; aHaluns U UHTepnpeTauusa AOaHHbIX — CcOCTaBieHue

QHANIMTUYECKOro oTYeTa Oby4varoLLerocs No AUCLMUMNIMHE.

Ycnosus peanusaummu pa6éoueit nporpaMMbl AUCLLUMNJIUHDI



MaTtepuanbHo-TexHU4Yeckoe obecrneyeHuMe  peanusauuu  AUCLUMJIUHBI  COOTBETCTBYET
MaTepuanbHO-TeEXHUYECKOMy obecnevyeHuto, YyKasaHHOMy B pasfgene 3 o6pasoBaTesibHOU

nporpamMmsl.

Yue6HO-MeToaMueckoe obecnevyeHue (3nekTpoHHble Y4uye6HO-MeTogMueckue MaTepuanbl)

OCBOEHMUS y4e6HON AUCLLUMN/IUHDI

DIeKTPOHHbIE yYe6Hble nspaHusa

KyknuHa, E. H. OpraHusaums caMoctoaTenbHon pabotbl ctygeHta / E. H. KyknunHa, M. A.
MasHuyeHko, U. A. MylikuHa. — 2-e usp,, ucnp. u gon. — Mocksa : UspgaTtenbctBo HOpaiit, 2025. —
235 c. — (Bbicluee o6pasosaHue). — ISBN 978-5-534-06270-0. — TeKCT : 3MeKTPOHHbIA //
O6pasosaTenbHas nnatdopma KOpant [cait]. — URL: https://urait.ru/bcode/562503

3opuHa, E. M. MeTanpegMeTHas KoMneTeHuMs npenogasartenen n obyvatowmxcs / E. M. 3opuHa. —
Mockea : UsgaTtenbcTtBo FOpaiT, 2025. — 130 c. — (Bbicluee o6pasosaHue). — ISBN 978-5-534-17997-

2. — TekcT : anekTpoHHbIM // O6pasosaTtenbHas nnatdopma KOpanT [canT].

DneKTpPOHHblIE METOAMUYECKME U3[AHUS

MoTuBaumsa CTyQeHTOB K OB6y4yeHUIO U BocnuTaTenbHas geaTenbHocTb — Mocksa : UspgatenbcTBo
FOpanT, 2023. — 1 c. — (FOpanT.AkageMuns). — ISBN 978-5-534-14536-6. — TeKCT : 3/I€KTPOHHbIN //
O6pasosaTenbHas nnatdopma KOpant [canT]. — URL: https://urait.ru/bcode/533252

MoTuBaumsa CTyAeHTOB K 0By4eHUIo M npodeccuoHanbHOMy pasBuTuio — Mocksa : U3pgatenbcTBo
FOpaiT, 2022. — 5 c. — (lOpanT.AkageMus). — ISBN 978-5-534-14536-6. — TeKCT : aNeKTPOHHbIN //
O6pasosaTenbHas nnatdopma KOpaunt [cait]. — URL: https://urait.ru/bcode/509597

MHdbopMauuoHHoe obecriedeHMe OCBOEHUsI Y4e6HOW [AUCUUNMAUHbI npeacTaBnseT cobok
nepeyeHb MHPOPMALMOHHBIX TEXHOMOIMMW, UCMOJb3yEMbIX MPU OCYLLLEeCTBIIEHNUN 06pPa3oBaTENbHOro
npowecca, BK/OYas nepedeHb MPOrpaMMHOro obecrie4eHnss M UHEPOPMALLMOHHBIX CHPAaBOYHbIX

CUCTEM.

Kaxpgbit  obyvarowmincss obecnedunmBaeTcs WHOMBUAYANbHBIM  HEOTPAHUYEHHbIM  OOCTYNOM K
3NEKTPOHHO-6M6MOTEYHON  cucTteMe  (LndpoBoit  (anekTpoHHOMN) 6ubnuoteke) «HOPAUT»
(https://urait.ru/), copepxaliein nsgaHnsa y4ebHO-MeTOOgMYECKON U MHOW NUTEPaTYpPbI.

Kaxpgbin obyvarowmincss obecneunmBaeTcs WHOMBUAYANbHbIM HEOFPaAHUYEHHbIM  JOCTYNoM K
depepanbHoOii rocypapcTBeHHOM UHPOPMALMOHHOM cucTteMe «HauMoHanbHAs 3MeKTPOHHas

6ubnuoteka» (https://rusneb.ru/).

CoctaB Heo6xoAMMOro KOMMJIEKTa JIMLLEH3MOHHOTO UM CBO60AHO pacnpocTpaHAeMoro
nporpaMMHOro ob6ecne4yeHus, B TOM 4YucC/ie OTe4YeCTBEHHOro npoussopcTBa: AHaekc bpaysep
(peectpoBasi 3anmcb N°3722 ot 23.07.2017 B €OuHOM peecTpe POCCUNCKMX MpOorpamMMm ans
3MEeKTPOHHbIX BbIYUCIUTENbHLIX MalKWH M 6a3 paHHbix); AHpekc.TenemocT (peecTpoBas 3anuch
N°13556 ot 20.05.2022 B eguHOM peecTpe pPOCCUNCKMX MPOrpaMM pOfs  3NEeKTPOHHbIX

BbIYMCIUTENbHbBIX MalUMH U 6a3 FI,aHHbIX)

SnekTpoHHble MHPOPMaLMOHHbIE pecypcbl (pecypcbl MHPOPMALLMOHHO-TENEKOMMYHUKALMOHHOM

cetn «MIHTepHeT»):

- CoctaB coBpeMeHHbIx npodeccuoHanbHbix 6a3 JaHHbIX



depepanbHas cnyxba rocypapcrteeHHon ctatuctukm (https://rosstat.gov.ru/)

OTKpbITble gaHHble Poccum (https://data.gov.ru/)

Cratuctuyecknn Otpen OpraHusaumm O6begmHeHHbIX Hauuii (United Nations Statistics Division)
(http://data.un.org/)

Basa gaHHbix KOHECKO (https://www.unesco.org/en/key-data)

- CoctaB MH$POPMaALMOHHBIX CIPABOUYHbIX CUCTEM

Basa sHaHui OTKpbITOro npasutensctea (http://wiki.ac-forum.ru/)

Bbicluas aTTecTauMoHHas KoMuccus Nnpu MUHUCTEPCTBE HayKW 1 BbicLero o6pasosaHus Poccuinckon
depepaunn (https://vak.minobrnauki.gov.ru/main)

Poccuiickunin poHp, dyHOamMeHTanbHbIxX nccnepgosannin (https://www.rfbr.ru/)

OduumanbHbIE MHTEPHET-MopTan npaesoson uHdopmaumm (focypapcTBeHHass cucTema MNpPaBOBOWM
undopmaumm) (http://pravo.gov.ru/)

Cuctema obecrneveHuns 3akoHogaTenbHon geatenbHoctu (https://sozd.duma.gov.ru/)

CobpaHue 3akoHopgaTenbcTBa Poccuinckon degepauum (https://www.szrf.ru/)

FocypapcTBeHHasi aBTOMaTM3MpoBaHHas cuctema Poccuiickon depepaumn «Mpasocypgue» (FTAC
«Mpasocygue») (https://sudrf.ru/)

HopMaTueHble npaBoBble aKTbl B Poccuitckon depgepaumn. MuHUcTepcTBo ocTuLmmn Poccuiickoi

depepauum (http://pravo.minjust.ru/)

- UHble MH$pOpMaLUOHHbBIE pecypcbl - UHPOPMALLMOHHDbIE PeCcypCbl OPraHOB FrOCyAapCTBEHHOM
BnacTu

MpesngeHT Poccnm (http://kremlin.ru/)

MpasuTtenbcteo Poccuu (http://government.ru/)

MUHUCTEPCTBO HayKM 1 BbicLLero o6pasosarHus PO (https://www.minobrnauki.gov.ru/)
MuHuctepcTeo npocsewenuns PO (https://edu.gov.ru/)

MUHUCTEPCTBO 3KOHOMMYECKoro pa3eutus Poccuiickon dGepepauum (https://www.economy.gov.ru/)
MuHUCTEPCTBO LMPPOBOro pasBUTUS, CBSI3U M MacCOBbIX KOMMYHUKauu Poccuiickon ®Oepepauum
(https://digital.gov.ru/)

- UHble MHPOPMaLMOHHDbIE pecypcCbl - NTepUoANYEeCKUMU U3JaHNS
TACC (https://tass.ru/)

PUA HOBOCTMU (https://ria.ru/)

KommepcaHTb (https://www.kommersant.ru/)

RT (https://rt.com/)

- UHpopMaLLMOHHDbIE MOUCKOBbIE CUCTEMbI
Anpekc (https://ya.ru/)
MAIL.RU (https://www.mail.ru/)



